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Abstract

The work focuses on the aspects of knowledge managentent that could be beneficial in dealing with cybersecurity issues,
specifically targeting common users with a basic khewledge in that area. To understand the connection, the paper briefly
introduces knowledge management itself, capturing jthe essential information. The work explains how technological
innovation changes the value of intangiblef@ssets ttiat are closely related to cybersecurity, followed by the description of
threats in the cybersecurity field, characterizing, its categories, and giving current examples. The importance and potential
benefits of knowledge management are gftén, overlooked, making it much harder for many organizations to deal with
various types of threats. The work presenits how valuable knowledge management can be and how to use it to deal with
the problem of avoiding and mitigatipg cybersecurity threats with their consequences, depicting the cycle of knowledge
management, and describing its indiVidual parts.
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1. Introduction

During the last sdegade, the world has been witnessing a major increase in technological innovation, which is
exponentially rising. The improvement and exploration of new possibilities is not a problem on its own, on the contrary,
there are plenty of uséful outcomes that can help in many ways and be an enormous help in a lot of areas (healthcare,
cybersecurity, predictions, etc.). New possibilities, often intentionally meant to be used mainly for beneficial outcomes,
have a great patential of being misused by attackers. The rise of technological innovation has been there for some ages
now and it is awatural way of evolution [1], [2], [3]. By acknowledging that fact, organizations and people should not
only think @oout,thespossible benefits with positive outcomes, but also about the possibilities of misuses and what threat
can théy pose,[3].

As [Talet(2017) mentions, knowledge management (KM) alongside the potential risks requires to be taken very
seriobsly=irrthe matter of obtaining the actual and relevant information of possible threats [4]. By doing so, organizations
can'be prepared to respond to new threats, reducing the risk of them causing some crucial harm. One of the vulnerable
parts 0fan organization and its cybersecurity measures is usually the human factor. When people within are not educated
enough about the possible threats and consequences, they are not able to properly deal with the issues, even if the problem
isGhly at the start and could be manageable with the right knowledge [5], [6].
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In some areas it could be hard to use KM, however, cybersecurity on the level of the common user is one of the
examples where the power of knowledge and its sharing can be a crucial factor for a fast and appropriate response t@
threats [4], [6]. The paper aims to introduce the benefits of using KM in cybersecurity on the level of the commen Gser
and suggests how should be the KM implemented into the organization's processes to be most effective.

2. The role of Knowledge management

In the previous ages, visible assets were the most important ones to be taken care of, today we live in-an‘era; where
non-material assets are becoming more and more valuable, hence their need for protection is also on the risg. Personal
experience, relationships, talents, skills, subconscious, and many more were there even before, but theig,inmpbrtance was
overshadowed by the necessity to protect tangible assets such as material, human resources, premisesy etc [4], [5].
Nowadays, when technology rises and with it, the amount of information, data, and knowledge,ainake® their value for
dealing with threats (among other fields) greater than before. However, their value does not'corrie only from their
acknowledgment, but mainly from the way of their efficient gathering, storage, and sharingI51F71\[8].

The Knowledge Management standard is 1ISO 30401:2018 and includes requirements, S&ts of best practices, processes,
and many other topics related to KM [9]. As it functions as a great guidance tool for the implerrientation of KM principles,
some organizations prefer to use frameworks such as the Information Technology Infrastructure Library (ITIL), Control
Obijectives for Information and Related Technologies (COBIT), AGILE, and mamyathess. These tools mentioned are not
primarily KM tools, but they do include the knowledge principles in their structure, making them suitable for that
application, whilst the KM implementation on its own can be perceived as retiiifidant for them [9], [10].

Knowledge management is working with more types of knowledgegand, theicorrect application should include the
combination of them all. The main difference between them is in their expkegsion, the possibility of their documentation,
and the way people use and remember them. Their more thorough description follows [4], [5], [11], [12]:

e Tacit knowledge — This type can include the general knewledge of an individual, that one is usually not able to
fully describe and document it. It can be sometimes chafacterized‘as personal knowledge, that people use naturally
based on their subconscious, judgment, intuition, experieénces/and understanding. The goal of KM is to try to add
important information to the people's common knowledge ahd reactions.

e Implicit knowledge — Sometimes known as a subpgartof tacit knowledge is the implicit one. They are better for
description but are still considered as more personahdata, gained by time and experience. Sharing and explaining
are usually done by seeing the action in the proCess, so others can see it, remember it, and apply it by themselves.

o Explicit knowledge — This type of knowledgetistpretty normal for their easy description because they consist of
known facts, standards, manuals, and clear.explanations which should be understood the same by everyone. Their
ease of expression makes them used foi tafigihle documentation, manuals, and instructions.

3. Cybersecurity threats

The era of technological innovation and,with it the related rise of cyber technologies used by a vast area of people
brings certain advantages as well as threals and risks. With the contrast of many other kinds of securities and their threats,
this type usually targets intangible assets, WiniCh can make it way more difficult to not only make the needed preparation
for it but also to deal with them onge they occur [13], [14], [15]. This area can divide the threats into two categories,
intentional and unintentional, where bath pose different risks and they are more thoroughly discussed in the sections
below [13]. The major goal of that/pést is not to list all the potential threats, but to present the various types of threats
associated with cybersecurity and tespoint out the necessity of its acknowledgment.

3.1 Intentional threats

These are ugually thé“outcomes of an attack executed by an attacker with the intention of causing harm of any
kind. The harmintis area does not usually mean endangering the health of someone (but even these types can happen,
e.g. targeting somesfunctions of an automated vehicle, making it a potential tool to cause damage not only to the
people insidépbut also to others), but more often can be seen in the form of attacks that are intended to steal, modify,
or delete some infarmation, whether for the advantageous use (so the attackers can have some kind of leverage against
them), gpefer destrlictive purpose. A few selected examples of these attacks are listed below [2], [3], [13], [14], [15]:

» “MalicCious actors;

Social Engineering (Phishing, Vishing, Pharming, etc.);
Ransomware;

(Distributed) Denial of Service attacks;

Cyber Espionage;

Insider threats [16], [17];

Zero-day attacks.
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3.2 Unintentional threats

Technology innovation is much faster than before and that also raises the number of possibilities not onlyafor
attackers to execute their intended attack, but also for some issues from outside or within the system. Thesé threats
are hard to prepare for and they can be usually caused by [2], [6], [13], [15]:

e  Human error;

Risky behaviours due to a lack of knowledge about security;

Software vulnerabilities, flaws (making opportunity for attacks, e. g. zero-day attacks);
Wrong configurations of systems;

Misuse of tools, software, hardware, etc.

Failure to keep the software or hardware up-to-date;

Threats caused by weaknesses and failures of third-party subjects.

Another category could describe threats caused by Natural threats such as floods, thundérsterms, earthquakes, etc. [14],
but since they are the same for many security fields, their description in this paper would be.ahly a piece of redundant
information.

4. The benefits of the use of Knowledge Management in Cybersecurity

Information and knowledge are the most important tools in dealing with the security, of intangible assets, which is one
of the most targeted areas in cybersecurity. However, there can be a common‘misuriderstanding between just having the
information and being able to use it well [4], [5]. An organization can have plenty of data about cybersecurity and many
other related areas, but with the lack of knowledge, right distribution, preseritatioi, and application, the whole process of
their collection could be wasted.

No matter the technological innovation phase, people are the mgst significant units in an organization to be well
educated about all possibilities of the potential threats and risks iiCitided {4]. Cybersecurity deals with a lot of information
and uses different types of SW and HW, but there is always&omeong who operates with, works with them, or just has
access to them, making them a vulnerability, a weak point of the Systém itself. The common saying states that the system
is only as strong as its weakest unit, then organizations have to always concentrate on the education and experience of
their employees.

4.1 The cycle of knowledge management

As are the types of knowledge mentiongtabove, the process of their implementation is also an important aspect.
The whole cycle described in this part is sifilar td the widely used Plan-Do-Check-Act matrix (known as PDCA or
Deming matrix), which is used for centinuoussimprovement (mainly in business process management) [13]. By
understanding the continuous cycle anghits benefits, the individual parts of KM were then incorporated into a
continuous process which consists of 4spagts.“The cycle captures what steps should be performed to set (and maintain)
adequate knowledge of people about poteftial threats and how to respond to them. The individual parts are briefly
described below [4], [5]:

e Threat awareness — Fhiginitial step should be to acknowledge all potential threats that can pose a risk to the
subject, collect all thegosSible and relevant information, and create a well-constructed, and understandable
document, that intrGduces all that is necessary to the involved group of individuals. Thorough threat awareness
is a crucial part ofall ather steps.

e Incident respbnse,— @Once good knowledge about the potential threats is established, everyone related to the
area of interest snolild be able to know how to respond based on the threat they deal with. This mostly includes
the dogumeritation of the policies, best practices, and procedures, that should be done to achieve the best
possible atitcome of the occurred situations.

e Knowledge sharing — The communication between individuals in an organization is crucial for creating
tacit/implicit knowledge. Even when the information about threats and responses should be already presented
in the gengral threat awareness, sharing information between others can help to maintain that knowledge and
understarid it not only as something necessary to know but also as a custom that should be kept to establish
Detter conditions at work.

& Tyraining/Education — From the first step, there should be created documentation about the potential threats,
and the suitable responses to them are well described for all interested individuals. However, periodical
training and education should be involved to ensure that they know all the important information for sure, and
mainly, that they understand them correctly.
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To ensure that all the knowledge about the threats and the responses to them are all the time kept up to date, and
by doing so is maintained the level of cybersecurity to the intended level, the whole process should be continuousiy
updated and improved [4], [13]. That step should always check if there are any possible changes to imprgvetthe
knowledge about the potential threats, and if so, it should be incorporated into the whole process. The whole cycle,or
knowledge management is pictured in Figure 1.
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Fig. 1. Knowledge managenient cycle in the area of cybersecurity.

With the suggestions and steps described, orgafizatiohsscan improve their management of knowledge, and with it
their overall cybersecurity measures and preparations. Siice each organization has individual needs and capabilities, the
way of implementation can vary. The first st€pshould always be a thorough analysis of their current knowledge
management, highlighting the main points that'need 19 be changed. That part is highly recommended to consult with an
expert from the field (internal/external) andwith alisthe related and responsible people of the organization. If everything
proceeds successfully, the expected outconig,should make the organization better prepared to deal with many potential
threats and change the behaviour of individualswithin the organization, making them more responsible, since they are
now well-informed about the potential canseqtiences and how to prevent them. However, the preparation, well-executed
analysis, and plan of implementation should not be underestimated. Poor or hasty implementation can result in no
improvement in security, and may ewven lead to a negative response from employees.

5. Conclusion

The topic of knowledge manageiment and its benefits, specifically in cybersecurity is sometimes a very overlooked
point of view. Knowledge rfianagément serves as a universal tool, which can be slightly modified to be used in many
different areas based on ji§ heedsy, Cybersecurity is highly related to intangible assets, making them the prime target of
cyber-attacks. To apprapriately react to that fact, the necessity of their protection needs to have a high priority as well, in
order to sufficiently pratect the most valuable of them. For that, the knowledge of the potential threats, the measures, and
responses to them are/greatly important to mitigate not only their risks of occurrence but also to help with the potential
consequences.

The articlethrieflypdescribes knowledge management on its own, followed by the diversification of the knowledge
types, wher€ tmderstanding and the right incorporation of Tacit, Implicit, and Explicit knowledge are the core parts of the
successful application of knowledge management. The work suggests what four steps should be included in the cycle of
knowledgenmanagement for cybersecurity, stressing the importance of continuous improvement, which is nowadays more
importaht-due to the rapid changes in the technological landscape. What one wants to achieve by the right implementation
of KM within the organization is to elevate individuals' knowledge to a level where they are aware of potential threats
and their consequences, enabling them to respond adequately to such threats. Additionally to that, the other focused area
Is, toichange their behaviour to not only gather information and knowledge just because the regulations and policies say
soebdt also because they know what damage it could eventually cause if they did not know how to respond to some threats.
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The possibilities for further research can vary in multiple directions. The process of implementation of the KM cycie
in organizations offers many opportunities to study, from the process on its own, methods of implementation, up to'the
outcomes it could bring. Another point of view about that study could explore the options of education aboutsthe
knowledge among individuals and their different effectiveness.
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