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Abstract

The paper deals with meaning the term “safety7 antl.eoncentrates to its sense for technical installations. It shows relations
of terms reliability, resiliency, criticality, risk and)safety. It characterizes process safety management and safety
management system at technical installatiofis, It deSCribes methodology for ensuring the safety of technical installations.
The highest quality of each object (i.e. the State, human community, technical installation etc.) is safety, so the highest
priority for the object is the overall (integfal)ysafety. This means that it is not only about partial safety such as internal,
external, environmental, fire, economic, &tc., but about the safety of the whole, which includes partial safety so that the
condition of the whole, is optimal. Due to the systemic nature of today's world, integral safety cannot be built without
regard to others. Very important is the,safety of basic processes, which ensure products and services for human society.

Keywords: Safety; risk managemgnt;/ process safety management; safety management system; methodology.

1. Introduction

The safe comniunity is now at time of globalisation very dependent on a safety level of complex facilities ensuring
the territory by basicervice necessary for human live, e.g. the electric energy on which there are dependent supplies of
good quality drinking water, utility water, information distribution etc. [54]. Based on current knowledge and experience,
it is a fact thatgthenguality of life, health and safety of each person depends on the quality of the human community to
which they belong./Fiom the reasons of fulfilment of targets of humans (human security and development) that may be
only realisé€d ifshumén communities are in safe territory [28], [29]. Ensuring the safe human system is not easy [30],
becausg thethuman system is a system of systems [31], i.e. system of several mutually interconnected systems of a
differerit nature. Consequences of interconnections (interfaces) are mutual dependences, the character of which is
physieal=eyber, territorial and organisational [32]. As a consequence of growing globalisation the new sources of
disasters take on force, they also cause complex facility failures [33], [34].

Since, according to the EU [1] and the UN [2], the highest quality of each object (i.e. the State, human community,
techinical installation etc.) is safety, so the highest priority for the object is the overall (integral) safety. This means that it
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is not only about partial safety such as internal, external, environmental, fire, economic, etc., but about the safety of the
whole, which includes partial safety so that the condition of the whole, is optimal. Due to the systemic nature of today's
world, integral safety cannot be built without regard to others. Very important is the safety of basic processesywhich
ensure products and services for human society.

Climate change, biodiversity loss and pollution - the triple planetary crisis [35] - increasingly threaten,the Earth
system, necessitating tools such as life-cycle assessment (LCA) that can evaluate the effectiveness of differenit prevention
and mitigation strategies. LCA systematically quantifies the environmental impacts over the whole life cycle, 0fproducts,
processes or policy scenarios [36]. Due to advancements in product design and technology, products in the market today
are capable of an extended life cycle by undergoing end-of-life treatments [53]. To enable this, preductshave to be
designed for multiple life cycle (MLC) purposes. Besides that, the presence of technology innoyation fas led to the
generation of multiple products. Therefore, it is crucial to evaluate the life cycle of products in a wid&r scope. [37]. Design
innovation is a key driver to success in the current competitive market by substantially improviag product design and
features to delight customers’ expectations [38]. In view of design innovation, MLC produgts @im:to enhance the value
of their life cycle by not only providing satisfactory design functionality, but also foropeREOL treatments and a
prolongation of their life cycle. This is accomplished by combining relevant strategies of Besian for X (DFX), which is
a design concept that was recently mentioned as a Design for Multiple Life Cycles (DFMLC). The DFMLC is a
sustainable design approach that affords decisive environmental impacts, reducestiiie,amount of waste in landfills,
diminishes pollution and the use of natural resources, and protects the quality of natural andbuilt environments [39], [40],
[41]. LCA is frequently applied to uncover environmental hotspots and prioritize actigns and is increasingly used to assess
the environmental impacts of strategy implementation scenarios [42]. Social LifesGycle Assessment (SLCA) is the third
assessment dimension and seeks to measure the impact of a product or process O society along the full life cycle. SLCA
is similar to LCA in that it follows the LCA four-step procedure [43}spraviding complementary impact information
(social) to the environmental information of LCA and both assessments useaffunctional unit to define the product system
[44]. The differences between them are mainly with respect to inferpretations of social impact on people [45]. LCA
considers impacts to people indirectly through impacts to the enviroament*while SLCA more broadly considers many
types of impacts directly to people, and the impacts can be positive,andnegative [44], [46]. Lastly, local and site-specific
impacts matter more. The same indicator may show different social ifapacts to stakeholders based on location [47].

The basic function of the State since its inception has been to efisure the safety of protected assets (interests) of the
state and the sustainable development of the State. Protecte@assets (interests) of the State are the assets of the State that
are protected as a priority, i.e. lives, health and security 0f people, property, environment, public welfare, knowledge,
critical technologies and infrastructures. To ensure the safety and development of assets and the State, the State needs to
have good management of resources, assets and peopiewnder normal, emergency and critical conditions [3].

State safety in its essence is a set of humam measures and activities that ensure the security and sustainable
development of the State and its assets; i.e. they limit the conditions for realization of danger. To do this, the administration
of the State should not only be concernediwith survival, power, social compliance and damage prevention, but should
solve methodological-conceptual problems anchensure that:

o safety would be considered inf@a systemic context, i.e. not only in conjunction with a priori defined risks,

e concepts of safety could not be burtened by ideological and political clichés,

e problem solving was basel on the results of decision theory,

e the relationship betweepstiskvand safety would be correctly understood. The essence of the problem lies in the
answer to the question: How are risks and their impacts identified? It is used the answer: They are determined
by plausible scenaries, Bt is there no procedure for how such a scenario should be formed? Usually, the
scenario is based@n past events and phenomena, and does not consider human violations and the existence
of possible surpfises caused by the dynamic development of the world and human society,

o the dynamig evolution of the world, which causes changes in the nature of existing risks and brings new risks,
would bé considered.

The State plays a role that can be described in terms of risk management [3], [4] because it redistributes certain types of
risk through degisions about the welfare system/public welfare and health care. The need to consider risks and manage
them correctlytat all fevels of government will prevent failures in the provision of public services.
Risks entergfie,publie’”domain when they meet any of the following attributes:
& “These are externalities that market mechanisms cannot address.
o g connection with legislation, the harmful effects of technology and bad decisions of public administration are
imposed on citizens.
o %A significant part of the public that disagrees with the concept of managing certain assets is at risk.
», Political decisions, without regard for the safety and development of citizens, give rise to phenomena in which
risks are realised.
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o Disasters (unacceptable phenomena), which cause unacceptable risks, are distributed in such a way that they
disregard political fairness.

Public administrations should therefore analyse the risks both in terms of impacts on society and in terms of impagts
on the public administration management system, as a number of examples in the past have shown that puhlic
administration decision-making has exacerbated the effects of the emergency situation [5-18]. The steps_of thesisk
management process carried out by public administrations differ from the normal risk management procedure [3] only
in that considerable attention should be paid to the formulation of context and risk monitoring from asstrategic and
procedural point of view, i.e.:

e The capacity of public administrations and other stakeholders to achieve strategic objectives, irithe areas of
safety, security, mobility and environmental conditions (health and environmental risks) shguld be assessed in
a strategic context.

e The problem-solving capacity of public administrations needs to be assessed in an orgahisational context.

o Inthe context of risk management, risk thresholds, maximum impact levels and therrightpriorities for decision-
making need to be assessed.

Given the dynamic development of the world, it is necessary for public administration, administrators of all legal
organizations of the State (i.e. public institutions and private entities) and individuals te adapt the set of human measures
and activities ensuring the security and sustainable development of the State and‘fswassets to the current conditions. This
means that permanent risk management is carried out at all levels in favour of integral, safety.

The present article examines the problems of safety of the public assets of tie State, which belong among technical
installations. Their safety depends not only on themselves, but also dii*thesguality of their relationship with public
administration. Public administration needs them because they provide preducts and services to citizens and the State,
which thus fulfils many of its basic functions. On the contrary, techniealinstallations need public administration, because
it sets and controls the conditions of their activity.

2. Safety and Criticality of Technical Installations

Technology is the application of knowledge to achieve practical goals in a specified and reproducible way. It is a
systemic use of knowledge for practical purposes. While tecfinology contributes to economic development and human
prosperity, it can also have unacceptable impacts, such,as pallution or resource depletion, or cause social damage, such
as technological unemployment caused by automatign.

Engineering is the process by which technolggy. is déveloped and operated. This often requires solving problems under
strict constraints because the safety of people and Gther public assets is at stake. Therefore, the management of the safety
of technical installations is essential.

The safety management of technical works, Which are complex systems of the "systems of - SoS" types, can be defined
as the integrated planning, design, optimization, operation and management of products, processes and services for the
benefit of people [3], [4-20]. In terms of €efmnpetitiveness and economy, their performance must also be ensured. This
depends on their resilience, which determines how the technical installation responds to harmful phenomena of all kinds.
The theory of system managemeptsaccarding to [20] implies that the resiliency of the system is related to robustness,
redundancy, ingenuity and speed of'starting the correct response, Figure 1.
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Rig. 1. Context of resiliency of the system with robustness, redundancy, ingenuity and speed [24]
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For increasing the safety and reliability of technical installations, it is necessary in terms of references of critical
elements and whole to use the disaster sizes with a return period of more than 100 years (current standards consider desigh
disaster for 100 years [20], [24]).

Mistake is that during the design, it is only carried out the protection of elements and objects only for individual Jisted
disasters, i.e. other some possible and unnamed disasters are not considered - it is necessary to use the application calied
"All Hazards".

As technical facility provides vital functions for humanity, care needs to be taken to ensure the continuity of
operations, for which resilience is important. The idea of resilience is portrayed as the intersection of three CiCles, Figure
2. Resilience means continuously increasing both, the safety and the security while addressing paténtiai*conflicts that
arise in practice.

Capability of

Criticality | adaptation

Time RESILIENCY

Fig. 2. Critical parameters that are 4#ffipartant for resiliency [24]

Resiliency is the potential of a system, which lies in the specifigéarrangement of the system that maintains the functions
and feedbacks of the system in condition, which include the ability of the system to reorganize itself based on changes
induced by failures. It follows that sustainability managenientsust be based on resilience management, which has two
objectives:

e To prevent so the system could get into uhaccepted conditions due to external failures and external stress.
e To preserve the elements activating systeric faorganization and recovery due to massive changes.

Another important characteristic of technical instailations is criticality [20], which is a function of resilience and necessity
(importance) for the safety of the system. @riticality*Can be viewed from two points of view, namely from the technical
point of view (failure rate of the elements ofthe system u, i.e. the technical installation) and social (impacts of the non-
functioning of the provision of technical ipstallation services to the population). Both aspects are important from the point
of view of national safety. From the point of/ view of the safety of the operation of the technical installation, the first
aspect is important; its value is determined Dy the design.

3. Types of Safety at Technicalsdfstaliations

With regard to present knéwledge and experience, it is currently monitored process safety and the overall (integral)
safety of technical installations,

Process Safety is a set,0f rfieasures and activities that ensure safe operation, i.e. safe operation of processes, e.g. in the
case of chemical grocesses focus on the prevention of fires, explosions and leakage of hazardous substances into the
environment [21]. Thé& specific discipline of Process Safety Management (PSM) has been developing over the last 40
years and its aim is to ensure safe processes that take place in technologies, it is the management of principles and systems
for the identifigatign of possible threats, understanding and mastering the processes leading to the implementation of
threats. It is a complexiprocedure and requires a multidimensional approach that combines technology and its management
[20]. Process Safety=ihanagement is associated with a safety culture and a checklist is often used for safety assessment
[22].

Pracess=control is widely used in factories and other automated environments to ensure production efficiency. In
general, process control technology is designed to monitor sensors and set important variables according to measured
valuesyThis technology allows a relatively small group of people to manage complex operations and helps ensure that
the dgsired outcome is consistently achieved.
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System Safety is a set of measures and activities that ensures safe technical installation and its safe surroundings. The
discipline in question originated by the application of a systemic approach in engineering fields. Integral (object) safety
has its roots in industry safety engineering, which dates back to the 19" century, and which after World War 2 it applied
disciplines: systems engineering and systems analysis to solve new and complex engineering problems.

The safety of the system in the monitored concept lies in the application of technical and managerial skilis insthe
identification, analysis, evaluation and management of harmful phenomena and related risks using a systentic approach
[4-24].For practical reasons, the approaches used in the area of interest must be effective and affordable. Safety @riéntation
must be part of the company's management system, while respecting the constraints that flow from the alitside) world.
The discipline in question defines:

e technical installation as a system, which is a combination of people, procedures andséguipiment that are
integrated to perform a specific operational task or function in a specific environment,

o the concept of system safety as an application of special technical and organizationaliskiils with the aim of
systematically preventing damage and losses to the assets of the system associated Withithem by identifying
threats and managing risks during the entire life of each device or object creatéd apdimplemented by man.

Over time, the OECD has developed separate concepts for the nuclear and chemical industries [19]. This concept is
in work [23] added by cyber security due to increasing role of automatization at present:

System safety in technical installations uses systems system theory and systerfinengineering to prevent predictable
accidents and minimize the consequences of unpredictable accidents. In the modemsconcept, it is generally interested in
all losses and damages, and not only in fatal accidents or injuries and damage ¢ property, but also in failure to fulfil a
mission (mission, purpose), or environmental damage. The key point of thiesdiscipfine is to consider losses serious enough
that enough time, effort and resources are devoted to their prevention. Thefsize of the investment devoted to accident
prevention and/or its impact is substantially dependent on socialy political and economic factors. Therefore, for
technologies that are likely to have serious consequences, the precautionary requirement is imposed by legislation to
ensure the protection of public assets [24].

The primary concern of the safety of technical installations is‘gualified risk management, i.e.: identification of possible
hazards; identification and evaluation of risks; and elimination and/or management through design analysis and/or
organizational procedures. The programme for the safety” 0f,technical installations must provide for a well-defined
procedure for methodological control of safety-related,aspects and evaluate the design of the equipment in the sense of
identifying possible sources of risk and prescribing time-"apd, costly remedial interventions. The objectives of the system
safety programme for technical installations is to ensure;

o the safety of technical installation cosresponds to its mission, which is built inherently,

¢ identifying, assessing, eliminating and/or managing risks to an acceptable level of risk for all risks associated
with the system, subsystem and individualéarts,

e risk management from threats that.cannot be eliminated; i.e. risks must be secured in such a way as to protect
personnel, facilities and propertys

e the use of new materials and/of products and testing techniques involves only minimal risk,

e the need for corrective measures required to improve safety by temporarily incorporating safety factors is
minimised during the inception of the system,

e historical safety data gerierated by similar safety programs shall be considered and used wherever appropriate.

Industries have either adaptethsystems safety programs from the military or NASA, or have independently developed
their own programs based ofi‘the éxperience gained from the construction of nuclear power plants, from the production
of complex, dangerous ajid expensive equipment. Waiting for accidents to occur and then eliminating the causes has
become an uneconomigal afid sometimes even unacceptable way of modifying and improving systems.

Building many ofoday's complex systems requires the integration of parts (subsystems and components) made by
various independent suppliers and organizations. Even if each supplier maintains the required quality of its parts,
combining subgystems introduces new errors and new hazards that are not visible when viewed as separate parts.

Considefing,thearisks associated with a combination of systems and subsystems is referred to in practice as creating
inherenit security. It has been confirmed in many industrial sectors that incorporating inherent safety into equipment or
products can,reduce their overall life-cycle costs and that achieving an acceptable level of safety requires advanced recent
systems seeurity approaches [24].

System safety-related activities begin at the earliest stages of system concept development and continue through all
desigh, production, testing, operation and shutdown activities. An essential aspect that distinguishes the system safety
approach from other approaches used in the field of safety is the primary emphasis on early identification and
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classification of hazards so that remedial action can be taken to eliminate or minimize them before the final project
decision.

Models trained on large data sets of seismic events can estimate the number of aftershocks better than conventiapal
models do. Al predicts how many earthquake aftershocks will strike — and their strength [48]. Seismologists aré fimally
making traction on one of their most important but challenging goals: using machine learning to improve eartnguake
forecasts [49]. New machine learning models hold potential for predicting the number of quake aftershocks [50), [51],
[52].

Despite the fact that system safety is a relatively new and still evolving discipline, it has its basic 4tleas, which are
preserved in all its manifestations and distinguish it from other approaches to safety and risk management®®finciples of
system safety management in the recent concept are:

o safety is step by step creating from start of system design and it is not added to the created system,
safety deals with the system as a whole and not just with subsystems and components,
safety takes dangers and associated hazards more than just personnel errors,
safety creating emphasizes analysis rather than experience gained later and standasis fleveloped later,
qualitative approaches are favoured over quantitative ones;
differentiation of importance of changes and conflicts of goals in a s{istem design is more than system
engineering.

The most important aspect of system safety in accident prevention terms is safetymanagement procedures. Effective
safety management consists of setting policies and defining safety objectives,‘ie. A1
e task and procedure scheduling,
o defining responsibilities and determining competencies,
¢ documentation and continuous monitoring of threats and resulting hazards, including controls,
e maintenance of the information system for safety managementpinctuding feedback and forms of fault/accident
reporting, etc.

The safety of the system is responsible for ensuring the s€gurity of the system as a whole, including the analysis of
the interface between the components. Component safety activitigs; such as rocket launch pad safety, may be part of
general responsibility for system safety, or may be part of.component engineering in large and complex projects. For
defined types of hazards, such as fires, nuclear safetynor explosive atmospheres, a further classification of safety
responsibilities may be required.

In any gradation of the breakdown of system saigty efforts, system safety engineers are responsible for integrating
individual security activities and information. The Safety of a system is usually linked to corresponding engineering and/or
scientific disciplines such as reliability engineering, guality assurance, human factor, etc. What processes and tasks of
system safety will be performed in a particilar project depends on its size and the risk level of the designed system [24].

System safety and reliability are closely felateéd [20], [25]. In practice, a safe device or a safe system is reliable, but a

reliable device or reliable system may not be safe. Reliability engineering preferentially deals with errors and reducing
their frequency. Reliability is defined as a characteristic of a given object expressed in terms of the probability that the
object will perform in a specified way the functions that are required of it during a specified time interval and under
specified or predicted conditions? Representative reliability engineering techniques aimed at minimizing component
(component) errors, and thus complex system failures caused by component errors, are: parallel redundancy; back- up
device; safety margin; reduciyig cengestion; and usage time limitation.
These techniques have been shown to be effective in increasing reliability, but they do not necessarily increase safety,
and may even reduce it finger, certain circumstances (e.g., incorporating multiple backups into systems can create an
environment for unweanted couplings and affinities between components that cause failure under certain conditions).
Therefore, risk analyses connected with system safety look at interactions and do not just focus on engineering errors or
uncertainties.

Reliability ghngineers often consider reliability and safety synonymous. This is true only in some special cases. In
general, safety“has.a slightly broader meaning. Normally, reliability and safety have many characteristics in common.
However, maryscrashes occur without a component failing. On the contrary, many times all components in accidents
worked as expected and flawlessly [24]. It can also happen that components can fail (fail) without a crash. It is a fact that
breakdgwn$and accidents may be caused by the operation of equipment outside the permitted ranges of parameter values
or tirhe limits on which the reliability analyses were based. This means that the system can have high reliability and yet
crash. Mereover, generalized probabilities and reliability analyses cannot be directly applied to specific or local
conditions. Most importantly, accidents and accidents are often not the result of simple combinations of errors/component
failures [24].
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Safety is a feature that stands out at the system level when components are operated together. Events leading to an
accident can be a complex combination of equipment error, improper maintenance, information and control systef
problems, human intervention, and design errors. Reliability analyses only look at the probabilities of accidents and errgr-
related accidents; they do not investigate potential damage that may be caused by the correct operation (operatiof),or
individual components. Therefore, it is not possible for reliability engineering to replace system safety engineefingmbut
it can complement it. However, this must be done with the clear knowledge that the ultimate goal is to ingcreasesthe
system's resilience to the risk of accidental errors. It's always better when the device/system is designed in‘suchja way
that individually random errors cannot cause an accident.

Great caution should be exercised when applying reliability estimation techniques for safety assessigent. Where
accidents are not inevitably caused by phenomena which can be expressed in terms of probabilities\of oécurrence, the
degree of probability of the occurrence of a risk cannot be generally applied to them. Probability of occutrence estimates
measure the probability of accidental errors occurring, not the probability of the occurrence of the realization of risks,
accidents and/or accidents. Practice shows that when a project error is found during the system‘Safety,analyses, it is much
more effective to fix it than to convince someone using calculated probabilities that the‘errorwill never cause a crash.
High probability values of reliable behaviour do not guarantee safety, and it is known from"practice that safety often does
not require ultra-high reliability [24].

Most often, the main drawback of probabilistic models is not what they include, but what they don't. Low values of
the probability of unreliable behaviour simply indicate that the system will not fail“#a,the intended way, but says nothing
about the fact that the system can fail with a much higher probability in a way thatwas not considered [24]. Distinguishing
accident risk from error is essential to understand the difference between safetyiand reliability.

For practical reasons, system security approaches and programs must heffective and affordable. The cost recovery
of the system safety program is achieved when crashes are avoided.

The effectiveness of a system safety program is very difficult,to prove, because measuring something that did not
happen is difficult. One indirect way to measure the effectiveness of d system safety program, although not entirely
satisfactory due to the lack of factors compared, is to compare the opgration of systems that had a system safety program
with those that did not and crashed. Another way of determiningthe effectiveness of the system safety program is to
report hazards that were corrected by system safety persosfiel before the accident occurred or was otherwise detected.
The third way of estimating the effectiveness of system Security programs is to investigate cases in which the system
safety recommendations were not respected and acciderits,occurred.

4. Procedures for Ensuring the Safety of Technical/installations

Based on the current knowledge summarized in the'works [5-20,23,24] the safety management system of the technical
installations includes the organizational sttueture, responsibilities, practices, regulations, procedures and resources for
determining and applying disaster prevention @rat least mitigating their unacceptable impacts in the territory. As a rule,
it covers a number of issues, including but not)limited to organisation, personnel, identification and assessment of threats
and resulting risks, organisation operatiorisyefganisational change management, emergency and crisis planning, security
monitoring, audits and reviews [23]¢ Based on the last cited work, the safety management system (SMS) of technical
installation is integrated management @f7 processes:

e The process for the desigh @nd implementation of the concept and management, which is further divided into
sub-processes to ensuire:@verall concepts; safety objectives; safety management/direction; safety management
system; personnel, which are further divided into the following sections: human resources management,
training and edweatiOfg internal communication/awareness, and the working environment; and reviewing and
evaluating thefaghievement of safety objectives.

e The proggss for implementation of administrative procedures which is further subdivided into: disaster hazard
identification and risk assessment; documentation keeping; procedures (including work permit systems);
change management; safety in conjunction with contractors; and product safety oversight.

e The pracess of technical matters, which is further divided into sub-processes for: research and development;
design andyassembly; an inherently safer process; industry standards; storage of dangerous substances; and
mainteriange for integrity and maintenance for equipment and objects.

o “The process for external collaboration which is further subdivided into: cooperation with administrations;
eooperation with the public and other stakeholders (including academic departments); and cooperation with
other businesses.

o %, The process for emergency preparedness and response, which is further divided into sub-processes for: on-site
preparedness planning; facilitating the off-site preparedness planning (under the responsibility of public
administration); and coordinating as well as departmental organisations' activities in providing emergency
preparedness and response.
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The process for processing the reports and investigation of accidents/ near misses, which is further divided
into sub-projects for: processing accident reports, near misses and other learning experiences; investigating
undesirable phenomena; and responding to and following up on accidents (including application of desSens
learned and information sharing).

The process for physical and cyber security of a technical installation, which is further divided into' sugport
for: physical security; and cyber security against hackers and terrorists.

The safety management system (SMS) of a technical installation is based on the concept of disaster prexeftion or at
least their serious impacts [19], [23, [24], which includes the obligation to implement and maintain a management system
in which the following problems are considered:

the roles and responsibilities of persons involved in the management of major disaster threats at all
organisational levels of technical work and training measures aligned with identified training rieeds,

plans for the systematic identification of major threats from disasters and the resultingyrisks associated with
normal and abnormal conditions and for assessing their likelihood and severity fmagnittde),

plans and procedures to ensure the safety of all components and function§ in# and afound the technical
installation, including the maintenance of objects, equipment,

plans for the implementation of changes in the technical installation, teridtery, objects and equipment,

plans to identify foreseeable emergencies by systematic analysis, includingythe preparation, testing and
assessment of contingency response plans for such emergencies,

plans for the ongoing evaluation of compliance with the objectives.clarified in the safety concept, SMS and
mechanisms for investigating and implementing corrective actions sh Case of failures to achieve the set
objectives,

plans for periodic systematic evaluation of the safety concept, etféetiveness and suitability of the SMS and
criteria for assessing the level of safety by the top team of techni¢al installation personnel.

Safety is a matter for all involved, i.e. managers, employees and rantiomly present. In this context, we talk about the
so-called golden rules of all involved [24], which are:

to prevent disasters or at least their unacceptabieyimpacts by means of preventive measures, to ensure
preparedness to deal with unacceptable impacts on protegfed assets (interests) of the technical installation and
the effective response of the technical installation,

to communicate and cooperate with others invalized Iivall aspects of the prevention, preparedness and response
of technical installation,

to know the hazard from disasters and possible, risks in the technical installation and its surroundings,

to implement and respect a "safety culture®\ thatvis respected and promoted by all stakeholders at all times,

to establish safety management systéms,smonitor and, if necessary, correct their activities,

to apply the principles of inherent safety isi the design, design and operation of technical installation and its
equipment,

to carefully manage changes in the technical installation,

to be prepared to cope with any harinful phenomena that may occur,

to assist other stakeholders in carmfing out their roles and responsibilities,

continuously to improve safety,

to operate in accordanceswitinsafety culture, safe practices and training,

to strive to keep up to'date with all information and information and provide feedback to managers,

to strive to developyStrengthen and continuously improve safety concepts, regulations and directives,

to guide and motivate all other stakeholders to fulfil their roles and responsibilities,

to know the rigks withiin the sphere of their own responsibility, appropriately plan measures for their proper
management,

to apply‘an appropriate and coherent planning and follow-up policy,

to be awaré€.of the risks in the technical installation and know what to do if they are realized,

to participate In emergency planning and response to emergencies.

Safety cultuke means that a person in all his/her roles (manager, employee, citizen or victim of a disaster) adheres to
the principles ofsafély, i.e. behaves in such a way as not to cause the realization of possible risks and when he becomes
a participantiin the implementation of risks, to contribute to the effective response, stabilization of protected interests and
thejr reStoration and to start their further development. An effective safety culture is an essential element of safety. It
reflects {fi€€oncept of safety and is based on the values, opinions and actions of the organization's top managers and their
communication with all stakeholders. It is a clear commitment to actively participate in addressing security issues and
promotes that all stakeholders act safely and comply with relevant laws, standards and norms. The rules of safety culture
must'be incorporated into all activities in the technical installation. They are not based on concentrating on punishing the
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culprits/perpetrators of mistakes, but learning from mistakes and introducing corrective measures so that mistakes cannot
be repeated or at least significantly reduce their occurrence.

The tool for ensuring a safe technical installation, i.e. a technical installation in which there is an effective safety
culture, is the program to increase the safety of the technical installation [24].The procedure for creating a prdgram, to
increase the safety of technical installation according to [19] consists of the following steps:

To define the tasks (partial objectives) and strategic objectives of the technical installation with regard to safety.
For each technical installation sector (connected with processes and subprocesses given abewe),”t0 select
appropriate target and intermediate indicators for assessing safety levels or to develop specifi€.checklists.

To create a vocabulary for the needs of managing the integral safety of a technical installatiom

To align standards, good practice practices and local practices.

To modify the list of target indicators or limit values for checklists according to the conditions in the technical
installation in question.

To modify the list of intermediate indicators or limit values for checklists acggrding to the conditions in the
technical installation in question.

To determine how to evaluate target indicators (i.e. value system) or checklists aceafding to the conditions in
the technical installation in question.

To determine the method of evaluation of interim indicators (i.e. valug systemjwr checklists according to the
conditions in the technical installation in question.

To establish a method/scale for measuring a set of indicators (i.e. aget.of values) or a set of checklists and limit
limits according to the conditions in the technical installation in questign.

Figures 3 and 4 show an idea of entity safety management based on‘the/ai@ve risk management insights [20]. The
first is simpler and the second shows the decision-making method built intothe safety management system of a technical
installation.

Occurrence of dariger situation

: 2

rRecording

NO YES

Identification of danger

-

Criticality determining +
response choice

NO

Decision-making

NO YES
Capability to perform
response

YES

Dangerous Safe behaviour
behaviour

Fig. 3. Milestonesidetermining the safe or dangerous behaviour of a technical installation in the event of a dangerous

situation
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Dizaster:
- external
- internal
= human error

Safety
Management
System

Determination of risk size and criticality ol impacts

Decision onmeasures I L
Acceptable Unacceptable
P

Mechanisms for ensuring the safety of technical installation

Standby mechanisms or procedures for response to beyond design
disasters

Fig. 4. An idea of the way of managing the safety of a technical installation Built into the safety management system

5. Future research plans

Further research is planned to focus mainly on the implementationfof the analyzed areas of research in the field of
reliability, resistance, criticality, risks and safety in process safety marfagement and especially safety management systems
on technical equipment. It will be important to use feedback frém pragctice when applying the described methodology for
ensuring the safety of technical equipment and implementing the Khdwledge gained so far.

6. Conclusion

Safety-oriented engineering also performs safetyamanagement tasks, i.e. risk management tasks for the benefit of
safety and the development of the human system._In teghilical slang, we talk about creating inherent safety of a technical
installation against design disasters by managing safety. By implementing the precautionary principle, we ensure an
increase in resiliency to the unacceptable impacts of over-project disasters that are so unlikely to occur that they are
unpredictable. Principles such as "fail safély, perform only specified functions, i.e. if you cannot meet a goal, not do
anything™ are put into practice in technology[2@Q].

The engineering in question is based on safety management, which is based on specific risk management [20], which is
characterized in particular by the folléwing features:
e placement - design - construction - design with minimization of risks, so call: risk-based design, risk-based
operation, risk-based maiftenance etc.
e operation with the integration of an early warning system and procedures to manage an acceptable level of risk,
e managing the abnermal, emergency and critical conditions during the operation and shutdown.

The specificity of thesnoniforéd risk management is that it is the management of risks[4]:

e from all possible disasters at once, with the current list of disasters being determined by the All Hazard
Approach™26], [27] (i.e. considering all possible disasters regardless of whether their sources lie inside or
outside the system)

e and(it is\sought optimal solution for relevant possible disasters is sought, while applying the precautionary
principle; which includes sustainable development.

Safety-ofiented engineering[20]in risks determining the risk uses the principles:

e the risk is determined during the entire life cycle of technical installation, i.e. during the siting, design,
construction, operation and decommissioning, and possibly also when the territory is restored to its original
state,

o risk determination focuses on user requirements and the level of services provided,

o risks are determined according to the critical impact on processes, services provided and assets determined by
the public interest,
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e unacceptable risks are mitigated through risk management tools, i.e. technical and organisational measures;

standardisation of operational procedures or by automated control.

From the professional point of view, subject engineering is a process that seeks all potential conditions that wowld
endanger the successful functioning of the monitored technical installation at all stages of its lifetime, and iflentifies
possibilities for their management by prevention, preparedness, response and renewal.

Safety-oriented engineering requires the use of advanced safety practices. The implementation ofsthe“déscribed
methodology for ensuring the safety of technical equipment in practice represents an important element for eliminating
risks. It can contribute not only to partial safety such as internal, external, environmental, fire, economie, et€s, but also to
safety as a whole. Such a comprehensive approach based on current knowledge in the context of the=safety’ management
process has the potential to contribute to overall integral safety.
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